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Abstract
The security and integrity of communication systems, and especially of wireless networks, is a matter of
increasing importance, affecting government, industry, commerce and the privacy and financial security of
us all. Conventional cryptographic techniques are nearly all based on computational security in some form,
and rely on the availability of secret keys. In this work we investigate novel cross-layer security protocols
in which session keys are generated at the physical layer using standard techniques of secret key generation
(SKG) from shared randomness. In this framework, we study the optimal power allocation in block-fading
additive white Gaussian noise (BF-AWGN) channels with short-term power constraints when a subset of
the subcarriers is used for SKG and the rest for data transmission. It is shown that optimally the strongest
subcarriers–in terms of SNR–should be used for data and the weakest for SKG. Subsequently, a further
step is taken in our analysis to account for active attacks by introducing a reactive jammer whose purpose
is to compromise the SKG process. In this scenario, it is shown that the optimal power allocation in the
presence of the adversary is solely determined by whether a minimum average power level is available for
SKG.
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